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Abstract QUIC is an Internet data transfer protocol proposed by Google as an alternative for TCP
(transmission control protocol). Compared with TCP, QUIC introduces lots of new features to make
it theoretically outperform TCP in many fields. For example, it supports multiplexing to solve the
problem of head-of-line blocking, introduces 0-RTT handshake to reduce handshake latency, and
supports connection migration to be mobility-friendly. However, QUIC’s performance in the real
world may not be as good as expected, because network environments and network devices are diverse
and the protocol’s security is challenged by potential attackers. Therefore, evaluating QUIC’s impact
on existing network services is quite important. This paper carries out a comprehensive survey of
QUIC. We introduce the development history and the main characteristics of QUIC firstly. Secondly,
taking the two most widely used application scenarios: Web browsing and video streaming as
examples, we introduce and summarize domestic and international research analysis on the data
transmission performance of QUIC under different network environments. Thirdly, we enumerate
existing QUIC-enhancement work from the aspects of protocol design and system design. Fourthly,
we summarize existing work on the security analysis on QUIC. We enumerate the security issues that
are currently recognized by the academic community, as well as the researchers’ efforts to address
these issues. Lastly, we come up with several potential improvements on existing research outcomes

and look forward to new research topics and challenges brought by QUIC.
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2.2.2 HPES5AES
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JE I AR PR AL S 7 i P BE L TR R B R R )2 I 4% f
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Table 2 Related Work on QUIC Security
x2 QUICRELMMMEXIE

Reference Publication Place Publication Time Content
Propose a multi-stage key exchange model to describe QUIC’s handshake
Fischlin, et alt?’ CCS 2014 protocol and propose QUICi, which is a variant of QUIC but with higher
security level.
Propose the concept of quick communication protocols and QACCE model
Lychev, et all3!] S&.P 2015 to prove the security of QUIC’s handshake protocol. Enumerate QUIC’s
vulnerable attacks.
Jager, et alt*) CCS 2015 Prove that QUIC (TLS1.3) is not vulnerable to Bleichenbacher attach.
Giinther, et all'8] PLDI 2016 Propose a 0-RTT handshake protocol that supports forward security.

2.3.1 AR

Fischlin 58 A 42 T 2 B Be 2 B 28 4t (multi-
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BLH]L AR X A B MATTE B T QUIC 2 F AL Y
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1R 872 R o1 W NI = 6 B e N [ N E WS S R 2 e
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5 Fischlin 28 A AR, Lychev 25 ABUXF R & &
M) QUIC 1224 P AT 1 3 i — 20 (0 43 B B X
QUIC Ml TLS1.3 i O-RTT 48 F MLl . b fiT42 H T
PR35 15 P51 (quick communication protocols) HY
ME& s T 3 TE e & 2136 %5 4 (final session key)
A 2 B S A FH 0 46 23 35 % £ (initial session key)
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